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PROFESSIONAL SUMMARY
Backend, embedded systems, and network security engineer with hands-on experience designing REST APIs, real-time data services, and database-backed systems in Node.js/Express.js, plus building multi-protocol embedded/IoT gateways integrating sensor hardware (Raspberry Pi, Arduino) with backend services over MQTT, Zigbee, LoRa, Bluetooth, and Wi-Fi. 1.5+ years administering 50+ Linux/Windows systems, including VLAN segmentation, firewall configuration, CIS benchmark hardening, and RBAC/least-privilege access control for multi-user research environments. Comfortable owning the full stack: device-side data collection, backend APIs, and the network/security layer that production systems depend on.
TECHNICAL SKILLS
Backend: Node.js, Express.js, REST APIs, WebSocket, JWT Authentication, Socket.io
Network & Security: VLAN Segmentation, Firewall Configuration, RBAC, CIS Benchmarks, OS Hardening, LAN Troubleshooting
IoT & Embedded: MQTT, Raspberry Pi, Arduino, Bluetooth, Zigbee, LoRa, Wi-Fi, Sensor/Telemetry Integration
Programming: JavaScript, Python, Java, SQL
Databases: MongoDB, MySQL, PostgreSQL
Dev & Infra Tools: Git, GitHub, Docker, Postman, Linux & Windows Administration
Productivity Tools: Microsoft Word, Excel, PowerPoint, Outlook
EXPERIENCE
Embedded Systems & Backend Intern, C-IoT  —  PES University	Jan 2025 – Present
1. Developed backend REST APIs to collect, validate, and process data from connected/embedded devices, handling ingestion for multiple concurrent sources.
1. Implemented authentication, input validation, and secure data-handling mechanisms for device-facing endpoints.
1. Processed structured datasets using Python and SQL to support analytical workflows.
1. Deployed containerized backend services using Docker for consistent, repeatable data-processing environments.
System Administrator (Network & Security)  —  PES University, ISFCR	Jan 2026 – Present
1. Administer 50+ Linux and Windows systems supporting research labs, maintaining 99%+ uptime through proactive monitoring.
1. Manage user accounts, authentication, and role-based access control (RBAC) across multi-user systems, enforcing least-privilege principles — directly relevant to backend authorization design.
1. Configure firewall rules and VLAN segmentation, and harden OS configurations against common vulnerabilities (CIS benchmarks, patching).
1. Deploy and maintain isolated virtual machines, and run regular backup/disaster-recovery drills.
PROJECTS
Secure Multi-Protocol IoT Gateway (Capstone Project)	2025
Node.js, Express.js, MongoDB, MQTT, Raspberry Pi, Arduino
1. Designed and built an embedded IoT gateway collecting real-time telemetry from Raspberry Pi and Arduino sensor nodes, handling ingestion for multiple concurrent device connections.
1. Integrated four communication protocols — Wi-Fi, Bluetooth, Zigbee, and LoRa — into a single gateway, enabling interoperability across short-range and long-range devices, with MQTT as the core low-bandwidth messaging protocol for constrained hardware.
1. Built backend services (Node.js, MongoDB) to normalize, store, and expose device telemetry via REST endpoints for downstream applications.
1. Designed a modular protocol-adapter architecture so new communication protocols can be plugged in without changing the core gateway logic.
AI-Based Digital Addiction Relapse Prediction System	2025
Node.js, Express.js, Python, Scikit-learn, Random Forest
1. Designed backend REST APIs (Node.js, Express.js) to collect, validate, and process real-time usage-log data.
1. Engineered a Python data pipeline to derive behavioral features (Usage Velocity, Activity Ratio, App Entropy) and exposed a trained Random Forest model (ROC-AUC 0.90) through a prediction API for real-time scoring.
1. Tuned hyperparameters via cross-validation and evaluated the model on precision/recall in addition to ROC-AUC to account for class imbalance in relapse vs. non-relapse cases.
Real-Time Chat Application	2024
React.js, Node.js, Express.js, MongoDB, Socket.io
1. Built a scalable real-time messaging backend using Socket.io, with REST APIs for authentication and chat management (JWT, secure routing) and MongoDB for persistent storage.
1. Implemented typing indicators, online-presence tracking, and message delivery status using Socket.io events.
Secure E-Commerce Platform	2024
React.js, Node.js, MongoDB
1. Developed a full-stack e-commerce application with JWT authentication, bcrypt password hashing, and a modular, scalable backend architecture.
1. Built product catalog, cart, and order-management modules with role-based views for admin vs. customer users.
EDUCATION
B.E. in Computer Science, PES University, Bengaluru	2022 – 2025
Diploma in Mechanical Engineering, Haralaiah Polytechnic, Bhalki	2016 – 2019
